AI Acceptable Use Policy
[Drafting note, delete before use: Draft for professional judgment. Tailor it to the engagement or the firm, and have legal counsel review it where needed. It is not legal advice and does not by itself show compliance with professional standards or with any law or regulation. Adapt the permitted uses, data classes and approval roles to the firm. Confidentiality rules in the AICPA Code (ET 1.700) and the firm’s engagement terms apply to AI tools the same way they apply to any other tool or provider. The policy does not name tools. Keep a separate approved-tool list.]
	Item
	Entry

	Document
	AI Acceptable Use Policy

	Owner
	[Name, Title]

	Applies to
	[All partners, staff, contractors and interns of [Firm Name]]

	Review cadence
	At least annually, and when tools or rules change

	Last reviewed
	[MM/DD/YYYY]



1. Purpose and scope
This policy sets how people at [Firm Name] may use artificial intelligence tools, including generative AI assistants, document processing tools and AI features inside other software, so the firm protects client confidentiality, keeps professional responsibility with its people and meets its professional standards.
2. Principles
1. People are responsible. A person who uses a tool owns the output as if they wrote it. A tool is never a reviewer of record.
1. Confidentiality first. Client information goes only into tools the firm has approved for that class of data.
1. Quality and evidence. Output is checked against source documents, and the checking is documented to the same standard as other work.
1. Transparency. Clients are told of material use of AI as the engagement terms and the firm’s policy require.
1. Fairness and lawfulness. Tools are not used to make decisions that would breach law, ethics or client terms.
3. Approved tools and data classes
	Data class
	Examples
	Allowed in approved tools?
	Conditions

	Public
	Published standards, public filings, firm marketing text
	Yes
	Check output

	Internal
	Firm procedures, templates, non-client working notes
	Yes, approved tools only
	No client names

	Client confidential
	Financial statements, ledgers, contracts, tax return data
	[Only in tools on the approved list for confidential data, with consent where the engagement requires it]
	Data minimization, no model training on client data, retention limit

	Restricted
	SSNs, bank account numbers, health data, credentials
	[No / only in named tools with encryption and approval from the qualified individual]
	Redact before use unless approved



The approved tool list is kept by [Name, Title] and shows, for each tool, the approved uses, data classes, the owner, the date of approval and the next review date.
4. Permitted and prohibited uses
	Permitted with review
	Prohibited

	Drafting and editing of memos, emails and documentation from non-confidential or approved data
	Entering client confidential or restricted data into an unapproved tool or a personal account

	Summarizing long documents and standards for internal understanding
	Relying on output as evidence without checking it to source

	Extracting data from documents, with the extraction tested to source
	Using a tool to sign off, approve or make the final judgment on an engagement

	Analytics, anomaly detection and sampling support
	Presenting AI-generated citations, figures or authorities without verification

	Coding and spreadsheet help using non-confidential data
	Using a tool to get around a firm control, ethics or independence rule



5. Documentation of use on engagements
1. Record the tool, purpose, inputs, the review done and the person who did it on the engagement file or in the AI output review log.
1. Include in the file the prompt or setting where it affects the result and the version or date of the tool.
1. Treat extracted or analyzed data as information from a tool of unknown reliability until tested.
6. Approval of new tools and uses
A person who wants a new tool or use submits the AI tool approval request form. The reviewer evaluates security, privacy, contract terms, data use by the provider, accuracy and fit, and decides within [10] business days.
7. Incidents and reporting
Report at once to [Name] any suspected misuse, data entered into an unapproved tool, harmful or biased output, or a provider incident. The incident response plan applies. Do not try to delete evidence.
8. Training and monitoring
Everyone completes AI use training at hire and [annually]. The firm reviews the AI use register, output review logs and approved tool list [quarterly] and reports to leadership.
9. Consequences
Breach of this policy may lead to disciplinary action under the firm’s policies.
10. Acknowledgment
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	Signature
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Version history and approval
	Version
	Date
	Change
	Approved by

	1.0
	[MM/DD/YYYY]
	Initial adoption
	[Name, Title]

	
	
	
	



Free template from CORAA (coraa.ai/us/templates). Draft for professional judgment: adapt it to the engagement and your firm’s methodology, have legal counsel review where needed, and check it against current AICPA, FASB and other applicable requirements before use.
