Audit Program: Crypto Custody and Wallet Controls
	Client: [Client Name]
	Period end: [MM/DD/YYYY]

	Prepared by: [Initials] Date: [MM/DD/YYYY]
	Reviewed by: [Initials] Date: [MM/DD/YYYY]

	W/P reference: [Ref]
	Engagement: [Audit / Review / Compilation]



[Drafting note, delete before use: Draft for professional judgment. Tailor it to the engagement or the firm, and have legal counsel review it where needed. It is not legal advice and does not by itself show compliance with professional standards or with any law or regulation. Procedures are a starting point. Tailor the nature, timing and extent to your risk assessment, and cut procedures that do not respond to an assessed risk.]
1. Objective
To obtain sufficient appropriate audit evidence that crypto assets exist, that the entity has rights to them, that they are complete and properly measured at fair value, and that custody arrangements and controls over private keys are designed and operating effectively. It complements the general crypto asset audit program with a focus on wallets, custodians and key management.
2. Framework and standards
FASB ASC Subtopic 350-60 (ASU 2023-08), which requires in-scope crypto assets to be measured at fair value each reporting period with remeasurement changes in net income (350-60-35-1), presented separately from other intangible assets (350-60-45-1) and disclosed under 350-60-50. The ASU is effective for all entities for fiscal years beginning after December 15, 2024, with early adoption permitted. Audit work follows AU-C 315, 330, 505 and 540 for nonissuers (AS 2110, 2301, 2501 and, where a custodian is a service organization, AS 2601 for issuers).
3. Entity information
	Item
	Entry

	Client and balance or class of transactions
	[Client Name]: [account area]

	Period and balance sheet date
	[MM/DD/YYYY]

	Materiality and performance materiality
	[Overall $] / [Performance $] / [Clearly trivial $]

	Significant accounts or disclosures covered
	[List]

	Controls to be tested (reliance planned: Yes / No)
	[Control IDs from the walkthrough]



4. Risks and planned responses
	Risk or matter
	Assertion
	Planned response (procedure refs)
	Assessed level (Low / Moderate / High)

	Assets not controlled by the entity (keys lost, held by a third party, or held in omnibus accounts)
	Existence, rights
	A.1 to B.5
	

	Incomplete wallet and exchange population
	Completeness
	A.2, A.3
	

	Fair value from a non-principal or illiquid market
	Valuation
	C.1 to C.3
	

	Theft, fraud or unauthorized transfers
	Occurrence, existence
	B.1 to B.4
	

	Assets that fall outside the Subtopic 350-60 scope
	Classification
	C.4
	

	[Entity-specific risk]
	
	
	



5. Population and custody structure
	Ref
	Procedure
	Assertions
	W/P ref
	Done by / date
	Result

	A.1
	Obtain a list of every wallet address, exchange account, custodian account, smart contract position and staking or lending arrangement; agree to the general ledger.
	Completeness
	
	
	

	A.2
	Inquire how the list was built and test completeness with transaction history from exchanges, bank statements for fiat on and off ramps, and blockchain explorer queries from known addresses.
	Completeness
	
	
	

	A.3
	For each custody model (self-custody, qualified custodian, exchange, multi-signature), document who holds the keys and who can move assets.
	Rights
	
	
	

	A.4
	Read custody agreements and terms of service for commingling, rehypothecation, lock-ups, insolvency treatment and liability limits.
	Rights, presentation
	
	
	



6. Existence, ownership and key controls
	Ref
	Procedure
	Assertions
	W/P ref
	Done by / date
	Result

	B.1
	Observe or inspect, with the entity, signed message or transfer tests that prove control of a sample of wallet addresses at or near the balance sheet date, and retain the evidence.
	Existence, rights
	
	
	

	B.2
	Agree wallet balances from the public ledger as of the balance sheet date to the entity’s records, in units of each asset.
	Existence
	
	
	

	B.3
	Confirm balances directly with exchanges and custodians, and obtain any service organization report on custody controls; evaluate exceptions and the period covered.
	Existence
	
	
	

	B.4
	Test controls over key generation, storage, backup, access, multi-party approval, transfer limits and recovery; evaluate segregation between initiating and approving transfers.
	Existence
	
	
	

	B.5
	Review transfers to unknown addresses, large or round transactions and activity after period end for unauthorized movement.
	Occurrence
	
	
	



7. Measurement, presentation and disclosure
	Ref
	Procedure
	Assertions
	W/P ref
	Done by / date
	Result

	C.1
	Identify the principal market for each asset and evaluate the price source; recompute fair value as units multiplied by price at the measurement date.
	Valuation
	
	
	

	C.2
	Test for assets with thin trading, restrictions or pricing from a single venue and evaluate the adjustments made.
	Valuation
	
	
	

	C.3
	Test the recognition of remeasurement gains and losses in net income and the presentation separate from other intangible assets (350-60-35-1, 45-1, 45-2).
	Presentation
	
	
	

	C.4
	Evaluate whether each holding meets the scope criteria in 350-60-15-1 (including that it is fungible, secured through cryptography, on a distributed ledger, and not created or issued by the entity or its related parties).
	Classification
	
	
	

	C.5
	Test the disclosures: name, cost basis, fair value and units for significant holdings, contractual sale restrictions, and the annual rollforward and disposition information (350-60-50).
	Presentation
	
	
	

	C.6
	Evaluate related party exposure, tokens received as payment, staking rewards and airdrops for recognition and measurement.
	Occurrence, valuation
	
	
	



8. Conclusion
Conclude on whether crypto assets exist, are owned and are fairly measured and disclosed, and whether controls over keys and custody support reliance.
[Conclusion: whether sufficient appropriate audit evidence was obtained for the account area, the misstatements identified (carried to the summary of uncorrected misstatements), and any matters for the engagement partner or those charged with governance.]
Preparer and reviewer sign-off
	Role
	Name
	Signature or initials
	Date
	Extent of review

	Prepared by
	[Name]
	[Initials]
	[MM/DD/YYYY]
	Not applicable

	Reviewed by (senior / manager)
	[Name]
	[Initials]
	[MM/DD/YYYY]
	[Full / selected items]

	Reviewed by (partner or controller)
	[Name], CPA
	[Initials]
	[MM/DD/YYYY]
	[Full / significant matters and judgments]



Free template from CORAA (coraa.ai/us/templates). Draft for professional judgment: adapt it to the engagement and your firm’s methodology, have legal counsel review where needed, and check it against current AICPA, FASB and other applicable requirements before use.
