Backup, Disaster Recovery and Incident Response Checklist
	Client: [Client Name]
	Period end: [MM/DD/YYYY]

	Prepared by: [Initials] Date: [MM/DD/YYYY]
	Reviewed by: [Initials] Date: [MM/DD/YYYY]

	W/P reference: [Ref]
	Engagement: [Audit / Review / Compilation]



Backup, recovery and incident response affect the audit through the integrity and availability of accounting data, the risk of ransomware or fraud, and going concern. This checklist is for the audit team’s understanding and inquiry, or for a client’s self-assessment. It is not a security certification, and a technical assessment requires a qualified IT specialist (AU-C 620).
1. Scope and policy
	Requirement
	Yes / No / N/A
	W/P ref
	Prepared / reviewed (initials, date)
	Comments

	1.1. Systems that hold financial records, including cloud accounting, payroll and banking portals, are listed with the data owner for each
	
	
	
	

	1.2. A written backup and recovery policy exists and has been approved by management within the last 12 months
	
	
	
	

	1.3. Recovery time objective (RTO) and recovery point objective (RPO) are defined for each critical system and approved by management
	
	
	
	

	1.4. Responsibility for backups, restore testing and incident response is assigned to named roles
	
	
	
	



2. Backups
	Requirement
	Yes / No / N/A
	W/P ref
	Prepared / reviewed (initials, date)
	Comments

	2.1. Backups run at a frequency that meets the RPO for each system; the schedule is documented
	
	
	
	

	2.2. Backup job logs for the period are reviewed and failures are logged and corrected
	
	
	
	

	2.3. At least one backup copy is stored offsite or in a separate cloud account, and one copy is offline or immutable so ransomware cannot alter it
	
	
	
	

	2.4. Backups are encrypted in storage and in transit; encryption keys are controlled by someone other than the backup operator
	
	
	
	

	2.5. Access to backup consoles is limited to named administrators with multi-factor authentication
	
	
	
	

	2.6. Software as a service data (accounting, payroll, CRM) has a separate export or backup arrangement where the vendor does not provide retention that meets the entity’s needs
	
	
	
	

	2.7. Retention periods for backups agree with legal and contractual record retention requirements
	
	
	
	



3. Restore testing and disaster recovery
	Requirement
	Yes / No / N/A
	W/P ref
	Prepared / reviewed (initials, date)
	Comments

	3.1. A restore test has been performed in the period, with the system, date, data restored, time taken, and the result documented
	
	
	
	

	3.2. The tested restore time meets the RTO; gaps are recorded with a corrective plan
	
	
	
	

	3.3. A written disaster recovery plan covers systems, contact lists, vendor contacts, alternate processing locations and a manual workaround for payroll and cash disbursements
	
	
	
	

	3.4. The disaster recovery plan has been tested (tabletop or technical) in the last 12 months and updated for results
	
	
	
	

	3.5. Single points of failure (one administrator, one internet provider, one data center) are identified and addressed
	
	
	
	



4. Cybersecurity controls and incident response
	Requirement
	Yes / No / N/A
	W/P ref
	Prepared / reviewed (initials, date)
	Comments

	4.1. A written incident response plan defines roles, escalation, evidence preservation, communication with the board, insurer, counsel, customers and regulators
	
	
	
	

	4.2. Incidents in the period, including phishing, business email compromise, payment redirection fraud and ransomware, are listed with their effect on financial records
	
	
	
	

	4.3. Multi-factor authentication is enforced for email, remote access, banking and finance applications
	
	
	
	

	4.4. Endpoint protection, patching cadence and vulnerability scanning for critical systems are inspected or confirmed by an IT specialist
	
	
	
	

	4.5. Security awareness training occurred in the period, including how to verify changes to vendor bank details
	
	
	
	

	4.6. Controls over payment changes: callback verification to a known number before changing vendor or payroll bank details
	
	
	
	

	4.7. Cyber insurance coverage, limits and exclusions are reviewed and the policy is current
	
	
	
	

	4.8. Breach notification obligations under state law and contracts are identified by management with counsel
	
	
	
	



5. Effect on the engagement
	Requirement
	Yes / No / N/A
	W/P ref
	Prepared / reviewed (initials, date)
	Comments

	5.1. Any incident that affected the completeness or reliability of the accounting records is evaluated for effect on the risk assessment and on the audit response (AU-C 315, AU-C 330)
	
	
	
	

	5.2. Losses, contingencies and subsequent events related to incidents are evaluated for recognition and disclosure (ASC 450, ASC 855)
	
	
	
	

	5.3. The ability to recover systems is considered in the going concern evaluation where a loss of systems would be significant (ASC 205-40, AU-C 570)
	
	
	
	

	5.4. Laws and regulations related to data protection that may have a material effect on the financial statements are discussed with management (AU-C 250)
	
	
	
	

	5.5. Matters that are significant deficiencies or material weaknesses in internal control are communicated (AU-C 265)
	
	
	
	



Conclusion and sign-off
Backup, recovery and incident response arrangements [are / are not] adequate for the purpose of the engagement. Matters reported to management: ______
Exceptions and follow-up items: ______________________________________________
	Role
	Name / initials
	Date (MM/DD/YYYY)

	Prepared by
	
	

	Reviewed by (manager)
	
	

	Engagement partner or firm owner
	
	



Free template from CORAA (coraa.ai/us/templates). Draft for professional judgment: adapt it to the engagement and your firm’s methodology, have legal counsel review where needed, and check it against current AICPA, FASB and other applicable requirements before use.
