Incident Response Plan
[Drafting note, delete before use: Draft for professional judgment. Tailor it to the engagement or the firm, and have legal counsel review it where needed. It is not legal advice and does not by itself show compliance with professional standards or with any law or regulation. Adapt the notification section to the laws that apply to your clients and states, and have counsel review it. Under 16 CFR 314.4(j) a covered firm must notify the FTC as soon as possible, and no later than 30 days after discovery, of a notification event involving unencrypted customer information of at least 500 consumers. If tax data was stolen, the IRS Stakeholder Liaison and the state tax agencies expect early contact.]
	Item
	Entry

	Document
	Incident Response Plan

	Owner
	[Name, Title]

	Applies to
	[All partners, staff, contractors and interns of [Firm Name]]

	Review cadence
	Annually and after every incident or exercise

	Last reviewed
	[MM/DD/YYYY]



1. Purpose and definitions
1. Event: any observable occurrence that affects the security of information or systems.
1. Incident: an event that harms or could harm confidentiality, integrity or availability of client or firm information.
1. Notification event: acquisition of unencrypted customer information without authorization, or encrypted information with the key. Counsel decides whether the rule is met.
2. Incident response team
	Role
	Primary
	Backup
	Phone and email

	Incident lead (qualified individual)
	[Name]
	[Name]
	[Contact]

	Technical lead / IT provider
	[Name]
	[Name]
	[Contact]

	Legal counsel
	[Name]
	[Name]
	[Contact]

	Communications and client contact
	[Name]
	[Name]
	[Contact]

	Insurance contact
	[Carrier and policy contact]
	
	[Contact]

	Forensics provider on call
	[Name or None]
	
	[Contact]



3. Phases
	Phase
	Actions
	Owner
	Target time

	Detect and report
	Anyone who suspects an incident reports at once to the incident lead; do not turn off or wipe the device
	All staff
	Immediately

	Triage
	Open a log entry; classify severity (Low / Medium / High / Critical); decide who joins the team
	Incident lead
	[1 hour]

	Contain
	Isolate affected devices and accounts; reset credentials; revoke tokens; block malicious addresses
	Technical lead
	[4 hours]

	Preserve evidence
	Keep logs, images and email headers; keep a chain of custody record
	Technical lead
	During containment

	Assess
	Find what data, whose, what time period, and how it happened
	Incident lead and technical lead
	[48 hours]

	Notify
	Decide and send notices (see section 4)
	Incident lead and counsel
	As the law requires

	Eradicate and recover
	Remove the cause; restore from clean backups; verify before returning to service
	Technical lead
	[Per plan]

	Learn
	Review within [30] days; update the plan, risk assessment and training
	Incident lead
	[30 days]



4. Notification decision table
	Who
	When to consider
	How and who decides

	Affected clients and individuals
	Personal information is involved; state breach laws apply by residence of the individual
	Counsel with the incident lead

	State attorneys general and regulators
	State law thresholds are met
	Counsel

	Federal Trade Commission
	The Safeguards Rule notification threshold is met
	Counsel

	IRS Stakeholder Liaison and state tax agencies
	Taxpayer data from returns is exposed or a client’s tax account may be misused
	Incident lead

	Insurance carrier
	As the policy requires, usually promptly
	Incident lead

	Law enforcement
	Crime, ransom demand, or fraud against clients
	Incident lead and counsel

	Credit reporting agencies and monitoring services
	Large numbers of individuals or SSNs exposed
	Counsel



5. Communications
1. One spokesperson. Staff do not discuss the incident outside the team.
1. Client notices say what happened, what information, what the firm is doing, what the client can do, and who to contact.
1. Keep copies of every notice and the date and method sent.
6. Incident log
	Date and time
	What was found or done
	By
	Decision or next step

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



7. Testing the plan
The team runs a tabletop exercise at least [annually] using a realistic scenario, such as stolen credentials, a ransomware event, and a lost laptop. Record who took part, what failed and the fixes.
Version history and approval
	Version
	Date
	Change
	Approved by

	1.0
	[MM/DD/YYYY]
	Initial adoption
	[Name, Title]

	
	
	
	



Free template from CORAA (coraa.ai/us/templates). Draft for professional judgment: adapt it to the engagement and your firm’s methodology, have legal counsel review where needed, and check it against current AICPA, FASB and other applicable requirements before use.
