Emergency Change and SDLC Controls Checklist
[Drafting note, delete before use: Draft for professional judgment. Tailor it to the entity, the engagement and your methodology, have legal counsel review it where needed, and check it against the current requirements that apply to you. It is not legal advice and does not by itself show compliance with any standard or rule. For control owners to confirm that program change and emergency change controls are designed and operating, and for the first line of defense before testing. It is not a substitute for the test worksheet.]
	Item
	Entry

	Application or platform
	[Name]

	Period
	[MM/DD/YYYY] to [MM/DD/YYYY]

	Change manager
	[Name]

	Completed by and date
	[Name; MM/DD/YYYY]



1. Standard change
	Control point
	In place?
	Evidence

	Each change is requested and logged in a ticket with a unique number
	[Y / N]
	[Ref]

	A business or system owner approves the change before work starts
	[Y / N]
	[Ref]

	Development and testing are done in an environment separate from production
	[Y / N]
	[Ref]

	Testing is documented, with business sign-off for changes that affect financial data or reports
	[Y / N]
	[Ref]

	Approval to release comes from someone other than the developer
	[Y / N]
	[Ref]

	The person who moves the change to production did not write it, or a detective check compares the release to the approved change
	[Y / N]
	[Ref]

	Back-out steps are written before release
	[Y / N]
	[Ref]

	A system-generated list of production changes can be compared to approved tickets to find unauthorized changes
	[Y / N]
	[Ref]



2. Emergency change
	Control point
	In place?
	Evidence

	A definition of an emergency and who may declare it is written
	[Y / N]
	[Ref]

	Emergency changes are logged at the time they are made
	[Y / N]
	[Ref]

	Emergency access to production is granted for a limited time and removed afterwards
	[Y / N]
	[Ref]

	The change is approved after the fact within [x] working days by the change manager and the data owner
	[Y / N]
	[Ref]

	Testing that was skipped is completed afterwards and documented
	[Y / N]
	[Ref]

	Emergency changes are reviewed each month for patterns and for abuse
	[Y / N]
	[Ref]



3. Software development life cycle for new systems or major changes
	Control point
	In place?
	Evidence

	The project has an approved scope, owner, budget and plan
	[Y / N]
	[Ref]

	Financial reporting and control requirements are defined and approved by the controller
	[Y / N]
	[Ref]

	Data conversion is planned, reconciled and signed off by the data owner
	[Y / N]
	[Ref]

	User acceptance testing covers controls, reports and interfaces, with defects tracked to closure
	[Y / N]
	[Ref]

	Access and segregation of duties for the new system are designed before go-live
	[Y / N]
	[Ref]

	Go-live approval is given by the business owner and IT, with cutover and back-out plans
	[Y / N]
	[Ref]

	Post-implementation review is done and issues are tracked
	[Y / N]
	[Ref]



4. Direct data changes and configuration
	Control point
	In place?
	Evidence

	Direct changes to production data are approved, logged and reviewed by someone other than the person who made them
	[Y / N]
	[Ref]

	Changes to key configurations (approval limits, tolerance, tax tables, pricing) follow the change process
	[Y / N]
	[Ref]

	Changes to batch jobs and interfaces follow the change process
	[Y / N]
	[Ref]



5. Gaps and actions
	Gap
	Risk
	Action
	Owner
	Date

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



	Role
	Name
	Signature
	Date

	Change manager
	[Name]
	
	[MM/DD/YYYY]

	Application owner
	[Name]
	
	[MM/DD/YYYY]

	Reviewed by
	[Name]
	
	[MM/DD/YYYY]



Free template from CORAA (coraa.ai/us/templates). Draft for professional judgment: adapt it to the engagement and your firm’s methodology, have legal counsel review where needed, and check it against current AICPA, FASB and other applicable requirements before use.
