ITGC and User Access Review Checklist (Financial Statement Audit)
	Client: [Client Name]
	Period end: [MM/DD/YYYY]

	Prepared by: [Initials] Date: [MM/DD/YYYY]
	Reviewed by: [Initials] Date: [MM/DD/YYYY]

	W/P reference: [Ref]
	Engagement: [Audit / Review / Compilation]



For a financial statement audit under AU-C 315 (as revised by SAS 145), the auditor identifies the IT applications and other aspects of the IT environment relevant to the financial statements, the risks arising from IT, and the general IT controls that address them. This checklist covers the four common ITGC domains and the user access review process. For SOX 404 or ICFR engagements use the SOX ITGC test plan; for the test of a single access review use the user access review test worksheet. Sample sizes are the engagement team’s decision.
1. Scoping the IT environment
	Requirement
	Yes / No / N/A
	W/P ref
	Prepared / reviewed (initials, date)
	Comments

	1.1. Applications that process significant classes of transactions or hold key reports are listed (ERP, billing, payroll, banking, spreadsheets)
	
	
	
	

	1.2. For each application the hosting model (on premises, cloud, third-party hosted), operating system, database and key interfaces are documented
	
	
	
	

	1.3. Automated controls, reports and calculations the audit relies on are identified, with the supporting ITGCs (AU-C 315)
	
	
	
	

	1.4. Service organizations hosting or processing relevant applications are identified and their reports obtained (see the vendor management checklist)
	
	
	
	

	1.5. IT-related risks that could result in misstatement are written down (unauthorized access, unauthorized change, data loss, report logic error)
	
	
	
	

	1.6. Decision on whether the team will test ITGCs and rely on automated controls, or will take a substantive-only approach, is documented with the reasons
	
	
	
	



2. Access to programs and data
	Requirement
	Yes / No / N/A
	W/P ref
	Prepared / reviewed (initials, date)
	Comments

	2.1. A written access policy exists covering authorization, provisioning, removal and periodic review of access
	
	
	
	

	2.2. New user access for a sample is traced to an authorized request before the access was granted
	
	
	
	

	2.3. Terminated users: HR termination list for the period is compared with the system user listing; access is removed within the period management requires; any exceptions show no activity after termination
	
	
	
	

	2.4. Privileged and administrator accounts are listed and the need for each is confirmed with management; default and vendor accounts are disabled or have changed passwords
	
	
	
	

	2.5. Password parameters (length, complexity, lockout) and multi-factor authentication for remote and privileged access are inspected in the system configuration
	
	
	
	

	2.6. Segregation of duties conflicts in the finance applications are identified (for example create vendor and approve payment, enter and approve journal entries) and compensating controls are documented
	
	
	
	

	2.7. Direct access to production databases and the ability to alter data outside the application are restricted and logged
	
	
	
	

	2.8. Shared and generic user IDs are listed, and use is traced to individuals or removed
	
	
	
	

	2.9. Access to journal entry posting and period close functions is limited to appropriate personnel
	
	
	
	



3. User access review (periodic recertification)
	Requirement
	Yes / No / N/A
	W/P ref
	Prepared / reviewed (initials, date)
	Comments

	3.1. The review is required by policy and performed at the frequency stated (quarterly, semiannual or annual)
	
	
	
	

	3.2. The population reviewed is complete and accurate: the user listing was system-generated on a stated date and agrees to a second extraction or system count (information produced by the entity, AU-C 500)
	
	
	
	

	3.3. The reviewer is the system or process owner with knowledge of job functions, and is not reviewing their own access
	
	
	
	

	3.4. Review evidence shows each user and role was approved, changed or removed, with a date and a sign-off
	
	
	
	

	3.5. Changes the reviewer requested were completed in the system within the stated time and the ticket or log was inspected
	
	
	
	

	3.6. Roles and entitlements, not just user names, were reviewed, including privileged and service accounts
	
	
	
	

	3.7. Exceptions found in the review are followed up, including any inappropriate activity by users whose access was removed
	
	
	
	



4. Program change management
	Requirement
	Yes / No / N/A
	W/P ref
	Prepared / reviewed (initials, date)
	Comments

	4.1. A written change management procedure covers requesting, testing, approving and migrating changes to production
	
	
	
	

	4.2. A sample of changes to relevant applications is traced from a population generated from the change system, with a request, test evidence, approval before migration and migration by someone other than the developer
	
	
	
	

	4.3. Emergency changes follow a defined path with after-the-fact approval; the population of emergency changes is reviewed for the period
	
	
	
	

	4.4. Access to migrate code to production is restricted and segregated from development; configuration changes to the production environment are logged
	
	
	
	

	4.5. Configuration changes to ERP business rules, workflow approvals and tax tables are covered by the change process
	
	
	
	

	4.6. End user computing: spreadsheets and macros used for financial reporting have version control, access protection and formula review
	
	
	
	

	4.7. Vendor patches and upgrades are tested and approved before production deployment
	
	
	
	



5. Program development and implementation
	Requirement
	Yes / No / N/A
	W/P ref
	Prepared / reviewed (initials, date)
	Comments

	5.1. New systems or major implementations during the period are identified; implementation plans, approvals and user acceptance evidence are inspected
	
	
	
	

	5.2. Data conversion: balances were reconciled between the old and new systems with sign-off; unreconciled differences were resolved
	
	
	
	

	5.3. Interfaces between systems are tested for completeness and accuracy of data transfer, and interface error logs are reviewed
	
	
	
	

	5.4. Go-live approval was given by management and the old system access was frozen or read-only
	
	
	
	



6. Computer operations
	Requirement
	Yes / No / N/A
	W/P ref
	Prepared / reviewed (initials, date)
	Comments

	6.1. Batch jobs and scheduled interfaces are monitored; failed job logs are reviewed and resolved within the stated time
	
	
	
	

	6.2. Backup completion is monitored and failures are resolved; restore capability is tested (see the backup and recovery checklist)
	
	
	
	

	6.3. Incident and problem management records are reviewed for events that affected financial data in the period
	
	
	
	

	6.4. Physical and environmental controls over on-premises servers are inspected where applicable
	
	
	
	



7. Conclusions on ITGC effectiveness
	Requirement
	Yes / No / N/A
	W/P ref
	Prepared / reviewed (initials, date)
	Comments

	7.1. Each ITGC deficiency is evaluated for its effect on the automated controls and reports that depend on it
	
	
	
	

	7.2. Where ITGCs are not effective, the effect on the risk assessment and the nature, timing and extent of substantive procedures is documented, including the response to risks arising from IT
	
	
	
	

	7.3. Deficiencies that are significant deficiencies or material weaknesses in internal control are communicated in writing to those charged with governance and management (AU-C 265)
	
	
	
	



Conclusion and sign-off
ITGCs over [application names] are [effective / not effective] for the period, with the effect on the audit approach documented above. Exceptions: ______
Exceptions and follow-up items: ______________________________________________
	Role
	Name / initials
	Date (MM/DD/YYYY)

	Prepared by
	
	

	Reviewed by (manager)
	
	

	Engagement partner or firm owner
	
	



Free template from CORAA (coraa.ai/us/templates). Draft for professional judgment: adapt it to the engagement and your firm’s methodology, have legal counsel review where needed, and check it against current AICPA, FASB and other applicable requirements before use.
