Outsourcing and Offshore Confidentiality Checklist for CPA Firms
Firm: [CPA Firm Name]    Provider: [Provider Name]    Location: [Country / Region]    Services: [e.g. tax preparation, bookkeeping, audit support]    Reviewed by: [Name]
For a firm that uses a third-party service provider, including a staffing firm, independent contractor or offshore team, to help perform professional services. The points below come from the AICPA Code of Professional Conduct (confidential client information and independence) and the Treasury regulations under IRC section 7216 for tax return information. Rules and wording change and state boards add their own; confirm with counsel and read the current Code, regulations and state rules before use. This checklist is not legal advice.
1. Scope and decision to outsource
	Requirement
	Yes / No / N/A
	W/P ref
	Prepared / reviewed (initials, date)
	Comments

	1.1. The services outsourced, the data the provider will see and the systems it will use are described in writing
	
	
	
	

	1.2. The firm’s quality management responsibilities for the provider’s work are assigned: who selects, supervises, reviews and takes responsibility for the output (SQMS No. 1; AU-C 220 as amended by SAS 146 for audits; ET 1.300.040 on using a third-party service provider)
	
	
	
	

	1.3. The provider’s staff who work on an engagement are classified: team members, specialists or administrative support; whether they are on the attest engagement team is decided
	
	
	
	

	1.4. Alternatives to disclosing client identity or data (redaction, pseudonyms) are considered
	
	
	
	



2. AICPA confidentiality (ET 1.700.001, ET 1.700.040)
	Requirement
	Yes / No / N/A
	W/P ref
	Prepared / reviewed (initials, date)
	Comments

	2.1. The firm confirmed that the confidential client information rule applies to the information provided to the provider and to the provider’s staff (ET 1.700.001)
	
	
	
	

	2.2. Before disclosure, the firm informs the client that it uses a third-party service provider, preferably in writing, as the notice provision of the third-party service provider interpretation calls for (ET 1.700.040)
	
	
	
	

	2.3. A confidentiality agreement with the provider is signed that binds the provider and its personnel to protect the information; if there is no such agreement, the firm obtains specific client consent before disclosure (ET 1.700.040)
	
	
	
	

	2.4. The firm assesses whether the provider has appropriate controls to protect the information, and records the assessment and its basis
	
	
	
	

	2.5. The firm remains responsible for the provider’s compliance with confidentiality; the provider may not use the data for other purposes or disclose it onward without consent
	
	
	
	

	2.6. Where the provider is outside the United States, the firm considers any additional client consent or restrictions in client contracts, engagement letters, or industry rules (health, financial, government)
	
	
	
	



3. AICPA independence
	Requirement
	Yes / No / N/A
	W/P ref
	Prepared / reviewed (initials, date)
	Comments

	3.1. For attest clients, the provider’s personnel who perform engagement procedures are evaluated for independence requirements that apply to individuals on the attest engagement team (AICPA Code, ET 1.200 series)
	
	
	
	

	3.2. The provider confirms in writing it has no financial interests, relationships or services to the attest client that would impair independence
	
	
	
	

	3.3. Nonattest services the provider performs for the client, if any, are evaluated under the nonattest services interpretation (ET 1.295)
	
	
	
	

	3.4. The firm maintains a list of the provider’s staff assigned to the engagement and refreshes the confirmations at least annually
	
	
	
	



4. Tax return information (IRC section 7216 and Treas. Reg. 301.7216)
	Requirement
	Yes / No / N/A
	W/P ref
	Prepared / reviewed (initials, date)
	Comments

	4.1. The firm identified whether the provider receives tax return information or information obtained for preparing a return; if yes, section 7216 and its regulations apply
	
	
	
	

	4.2. For a provider located in the United States that assists in preparing a return, the firm confirms that the regulation’s preparer-to-preparer exception applies: the services are auxiliary and are not substantive determinations or advice affecting the tax liability, and the information stays in the United States (Treas. Reg. 301.7216-2(d))
	
	
	
	

	4.3. For a provider located outside the United States, the taxpayer’s written consent is obtained before any disclosure of tax return information; the consent must be knowing and voluntary, be signed and dated, identify the preparer, the recipient, the purpose and the information (Treas. Reg. 301.7216-3(a)(3))
	
	
	
	

	4.4. For individual (Form 1040 series) returns, a preparer in the United States may not obtain consent to disclose the taxpayer’s social security number to a preparer outside the United States and must redact or mask it, unless the SSN is sent through an adequate data protection safeguard described in IRS guidance and the consent request verifies that safeguard (Treas. Reg. 301.7216-3(b)(4); Rev. Proc. 2013-14)
	
	
	
	

	4.5. For Form 1040 series taxpayers, the firm uses a consent form that follows Rev. Proc. 2013-14 on format, content and signature, in a separate written document
	
	
	
	

	4.6. Consents are kept with the return file and have a stated duration (if none, one year from signing under the regulation) and are renewed when needed
	
	
	
	

	4.7. The firm has considered the civil and criminal penalties that apply to unauthorized disclosure and use of tax return information (IRC sections 6713 and 7216)
	
	
	
	



5. Data security and privacy
	Requirement
	Yes / No / N/A
	W/P ref
	Prepared / reviewed (initials, date)
	Comments

	5.1. The firm has a written information security plan that covers data shared with providers and has considered the FTC Safeguards Rule for firms that prepare tax returns
	
	
	
	

	5.2. The provider’s security controls are assessed: access controls, encryption, multi-factor authentication, device security, background checks, remote access, logging and training
	
	
	
	

	5.3. Data location is specified: where data is stored, processed and accessed, whether it leaves the United States, and any use of subcontractors
	
	
	
	

	5.4. Access is by individual credential with least privilege; no sharing of logins; access is removed on termination of the provider’s staff or contract
	
	
	
	

	5.5. Data transfer uses a secure portal or encrypted channel; email with client data is not used unless encrypted
	
	
	
	

	5.6. The provider’s independent assurance report or security assessment (for example a SOC 2 report) is obtained, read and the results are evaluated, if the provider has one
	
	
	
	

	5.7. Breach notification: the provider must tell the firm within a stated time of any security incident, and the firm has a plan for notifying clients, regulators and its insurer as the law and contracts require
	
	
	
	

	5.8. Cyber insurance and professional liability coverage are checked for exclusions that apply to outsourced work or foreign providers
	
	
	
	



6. Contract, supervision and exit
	Requirement
	Yes / No / N/A
	W/P ref
	Prepared / reviewed (initials, date)
	Comments

	6.1. A written agreement covers scope, confidentiality, security standards, audit rights, subcontracting limits, data return and deletion at exit, governing law and indemnity; counsel reviewed it
	
	
	
	

	6.2. The firm reviews the provider’s work to the same standard as its own staff work, and review is documented in the file
	
	
	
	

	6.3. The firm records the provider’s use in the engagement file (what was outsourced, to whom, what review was done)
	
	
	
	

	6.4. The engagement letter or client notice tells the client about the provider and the location where required
	
	
	
	

	6.5. Periodic monitoring: annual review of the provider’s performance, incidents, staff changes and assurance reports
	
	
	
	

	6.6. Exit plan: data return or destruction certificate, access revocation and transfer of work in progress are defined
	
	
	
	



Conclusion and sign-off
The use of [provider] has been reviewed against the items above. Matters for counsel: ______. The firm [does / does not] proceed with the arrangement from [MM/DD/YYYY].
Exceptions and follow-up items: ______________________________________________
	Role
	Name / initials
	Date (MM/DD/YYYY)

	Completed by (quality or risk partner)
	
	

	Reviewed by (manager)
	
	

	Engagement partner or firm owner
	
	



Free template from CORAA (coraa.ai/us/templates). Draft for professional judgment: adapt it to the engagement and your firm’s methodology, have legal counsel review where needed, and check it against current AICPA, FASB and other applicable requirements before use.
