Privileged Access Review Checklist
[Drafting note, delete before use: Draft for professional judgment. Tailor it to the entity, the engagement and your methodology, have legal counsel review it where needed, and check it against the current requirements that apply to you. It is not legal advice and does not by itself show compliance with any standard or rule. Use it for administrator, super-user, database, service and emergency accounts in systems that support financial reporting. A standard user access review has its own template.]
	Item
	Entry

	System, database or platform
	[Name and version]

	Review period
	[MM/DD/YYYY] to [MM/DD/YYYY]

	Reviewer (not a holder of privileged access in this system)
	[Name, Title]

	Date of review
	[MM/DD/YYYY]



1. Completeness of the population
	Step
	Done
	Evidence or reference

	Obtained the list of privileged accounts directly from the system, not from IT staff, with the date and the query or report used
	[Y / N]
	[Ref]

	Compared the list with the roles that carry privileges in the system documentation, including built-in and default accounts
	[Y / N]
	[Ref]

	Included service, shared, generic, break-glass and vendor accounts
	[Y / N]
	[Ref]

	Included privileged access at the database, operating system, network and cloud layers where in scope
	[Y / N]
	[Ref]



2. Review of each account
	Account
	Owner or named person
	Privilege held
	Business need
	Still employed or active?
	Approved by data owner?
	Decision (keep / reduce / remove)
	Done on

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	



3. Questions to answer
	Question
	Yes / No / N/A
	Comment

	Is the number of privileged users kept to those who need it?
	
	

	Is each shared or generic account tied to a named individual at the time of use?
	
	

	Are default passwords changed and vendor accounts disabled when not in use?
	
	

	Is the use of privileged accounts logged, and does someone independent review the logs?
	
	

	Does any user hold privileged access and business access to post or approve transactions (segregation of duties)?
	
	

	Are emergency access accounts approved at the time of use and reviewed afterwards?
	
	

	Were any accounts used after the owner left, or from unusual locations or times?
	
	



4. Changes made as a result
	Account
	Change requested
	Ticket
	Completed on
	Verified by

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



5. Conclusion and sign-off
[State whether the review was complete, whether all removals were made within the policy time, and any deficiency noted and logged.]
	Role
	Name
	Signature
	Date

	Reviewer
	[Name]
	
	[MM/DD/YYYY]

	System owner
	[Name]
	
	[MM/DD/YYYY]

	Information security
	[Name]
	
	[MM/DD/YYYY]



Free template from CORAA (coraa.ai/us/templates). Draft for professional judgment: adapt it to the engagement and your firm’s methodology, have legal counsel review where needed, and check it against current AICPA, FASB and other applicable requirements before use.
