SOC 2 Evidence Request List
	Client: [Client Name]
	Period end: [MM/DD/YYYY]

	Prepared by: [Initials] Date: [MM/DD/YYYY]
	Reviewed by: [Initials] Date: [MM/DD/YYYY]

	W/P reference: [Ref]
	Engagement: [Audit / Review / Compilation]



An evidence request list a service organization can prepare for a SOC 2 examination. It groups requests by control area so management can collect evidence for the full examination period before the service auditor asks. Tailor it to the controls in the system description. Nothing here states or implies that any organization holds a SOC 2 report.
1. Engagement basics
	Item
	Requested from
	Due date
	Status (Open / Received / N/A)
	Date received
	Comments

	Draft system description and management’s assertion
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	Customer commitments and system requirements: contract templates, SLAs, public security statements
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	Organization chart and list of personnel with security responsibilities
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	Network and data flow diagrams for in-scope systems
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	List of in-scope systems, owners, hosting providers and subservice organizations
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	Prior SOC reports of the organization and of subservice organizations, with bridge letters if needed
	[Name]
	[MM/DD/YYYY]
	Open
	
	



2. Governance and risk (control environment, risk assessment, monitoring)
	Item
	Requested from
	Due date
	Status (Open / Received / N/A)
	Date received
	Comments

	Code of conduct and signed acknowledgments for a population of employees
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	Board or management minutes covering security, risk and compliance
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	Most recent risk assessment and risk register with treatment decisions
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	Fraud risk consideration and vendor risk assessment
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	Internal audit or monitoring reports and deficiency tracking
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	Policy set with approval and review dates
	[Name]
	[MM/DD/YYYY]
	Open
	
	



3. People
	Item
	Requested from
	Due date
	Status (Open / Received / N/A)
	Date received
	Comments

	Hiring procedures and background check evidence for a sample of new hires
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	Security awareness training completion list for the period
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	Termination checklist and evidence for a sample of leavers
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	Performance review or role responsibility evidence for control owners
	[Name]
	[MM/DD/YYYY]
	Open
	
	



4. Logical and physical access
	Item
	Requested from
	Due date
	Status (Open / Received / N/A)
	Date received
	Comments

	Complete user listing for each in-scope system at the start and end of the period
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	Access request and approval evidence for new users and role changes
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	Termination access removal evidence and the HR leaver list for the period
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	Quarterly or periodic access reviews with reviewer sign-off and remediation
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	Privileged and administrator account listing and review
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	Authentication settings: password policy and multi-factor authentication configuration
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	Encryption configuration for data in transit and at rest; key management procedure
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	Firewall and network rule review evidence
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	Physical access listings and badge logs, or hosting provider reports
	[Name]
	[MM/DD/YYYY]
	Open
	
	



5. System operations
	Item
	Requested from
	Due date
	Status (Open / Received / N/A)
	Date received
	Comments

	Vulnerability scan results and remediation tracking for the period
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	Patch management reports
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	Security monitoring and alert configuration with a sample of alert follow-ups
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	Incident response plan, incident log for the period and post-incident reviews
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	Penetration test report and remediation, if performed
	[Name]
	[MM/DD/YYYY]
	Open
	
	



6. Change management
	Item
	Requested from
	Due date
	Status (Open / Received / N/A)
	Date received
	Comments

	Complete list of production changes in the period, system generated
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	Approval, testing and release evidence for sampled changes
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	Evidence of separation of duties between developers and release
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	Emergency change log and after-the-fact approvals
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	Configuration and infrastructure change records
	[Name]
	[MM/DD/YYYY]
	Open
	
	



7. Vendors and continuity
	Item
	Requested from
	Due date
	Status (Open / Received / N/A)
	Date received
	Comments

	Vendor inventory with criticality and last review date
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	SOC reports or other assurance for critical vendors, with management review notes
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	Contract clauses on security and confidentiality for sampled vendors
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	Business continuity and disaster recovery plans and test results
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	Insurance certificates, if relied on
	[Name]
	[MM/DD/YYYY]
	Open
	
	



8. Additional categories (as in scope)
	Item
	Requested from
	Due date
	Status (Open / Received / N/A)
	Date received
	Comments

	Availability: capacity reports, uptime or incident metrics, backup logs and restoration test results
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	Processing integrity: input and output validation rules, reconciliations, error logs and corrections
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	Confidentiality: data classification, retention and disposal logs, confidentiality agreements
	[Name]
	[MM/DD/YYYY]
	Open
	
	

	Privacy: privacy notice, consent records, access request log, third-party disclosure log, breach response records
	[Name]
	[MM/DD/YYYY]
	Open
	
	



9. Timing
	Item
	Detail

	Examination period
	[MM/DD/YYYY] to [MM/DD/YYYY]

	Evidence due by
	[MM/DD/YYYY]

	Organization coordinator
	[Name, email]

	Service auditor contact
	[Name, email]



Free template from CORAA (coraa.ai/us/templates). Draft for professional judgment: adapt it to the engagement and your firm’s methodology, have legal counsel review where needed, and check it against current AICPA, FASB and other applicable requirements before use.
