SOC 2 Readiness Checklist (Trust Services Criteria)
	Client: [Client Name]
	Period end: [MM/DD/YYYY]

	Prepared by: [Initials] Date: [MM/DD/YYYY]
	Reviewed by: [Initials] Date: [MM/DD/YYYY]

	W/P reference: [Ref]
	Engagement: [Audit / Review / Compilation]



A planning checklist for a service organization preparing for a SOC 2 examination under AT-C 105 and AT-C 205, using the AICPA Trust Services Criteria. It tracks readiness work only. Completing it does not mean the organization will receive a SOC 2 report, and a SOC 2 report is an attestation by an independent service auditor, not a certification. For the exact requirements, use the AICPA Trust Services Criteria (2017, with revised points of focus, 2022) and the AICPA description criteria for a SOC 2 report.
1. Scope and engagement design
	Item
	Yes / No / N/A
	Evidence / owner
	Comments

	System in scope defined: services, infrastructure, software, people, procedures and data
	
	
	

	System boundaries and interfaces with other systems documented
	
	
	

	Trust Services categories in scope chosen (security always; availability, processing integrity, confidentiality, privacy as relevant to commitments)
	
	
	

	Report type decided: Type 1 (design at a date) or Type 2 (design and operating effectiveness over a period)
	
	
	

	Examination period chosen and long enough for controls to operate and generate evidence
	
	
	

	Subservice organizations identified and carve-out or inclusive method decided
	
	
	

	Customer commitments and system requirements documented (contracts, SLAs, public statements)
	
	
	

	Service auditor chosen; independence considered if the firm provided readiness or other services
	
	
	

	Management has agreed to prepare the system description and assertion
	
	
	



2. Control environment, communication and risk assessment (security: CC1 to CC4)
	Item
	Yes / No / N/A
	Evidence / owner
	Comments

	Board or senior management oversight of security and compliance documented
	
	
	

	Code of conduct and ethics policy in place and acknowledged by personnel
	
	
	

	Organization chart, roles and responsibilities for security defined
	
	
	

	Hiring, onboarding and background check practices documented and followed
	
	
	

	Security awareness training delivered and tracked
	
	
	

	Performance accountability for control responsibilities
	
	
	

	Formal risk assessment performed at least annually, including fraud risk and vendor risk
	
	
	

	Risk register with owners, treatment and review dates
	
	
	

	Internal communication of policies and external communication of commitments (terms, status page, incident notices)
	
	
	

	Ongoing monitoring and separate evaluations (internal audit or equivalent) with deficiency tracking
	
	
	



3. Policies and control activities (CC5)
	Item
	Yes / No / N/A
	Evidence / owner
	Comments

	Information security policy and supporting standards approved and reviewed on a schedule
	
	
	

	Controls mapped to criteria and to risks (see the SOC 2 control matrix)
	
	
	

	Control owners assigned and evidence expected for each control defined
	
	
	

	Technology general controls selected over in-scope systems
	
	
	

	Policy exception process in place
	
	
	



4. Logical and physical access (CC6)
	Item
	Yes / No / N/A
	Evidence / owner
	Comments

	User access provisioning requires approval; roles follow least privilege
	
	
	

	Terminated users removed promptly; process evidenced
	
	
	

	Privileged and administrative access limited, logged and reviewed
	
	
	

	Periodic user access review performed and documented
	
	
	

	Authentication standards: passwords, multi-factor authentication for remote and administrative access
	
	
	

	Network segmentation, firewall and remote access rules reviewed
	
	
	

	Encryption in transit and at rest for sensitive data; key management defined
	
	
	

	Physical access to facilities and data centers controlled (or relied on from a hosting provider’s report)
	
	
	

	Media disposal and asset retirement procedures
	
	
	

	Endpoint protection and malware controls
	
	
	



5. System operations and monitoring (CC7)
	Item
	Yes / No / N/A
	Evidence / owner
	Comments

	Vulnerability scanning and patching with remediation timelines
	
	
	

	Security event logging and monitoring; alerts triaged
	
	
	

	Incident response plan documented, roles assigned and tested
	
	
	

	Incident log with root cause and lessons learned
	
	
	

	Communication to affected parties defined for incidents
	
	
	



6. Change management (CC8)
	Item
	Yes / No / N/A
	Evidence / owner
	Comments

	Changes authorized, tested and approved before release
	
	
	

	Development, test and production environments separated
	
	
	

	Developers cannot release their own changes without independent approval
	
	
	

	Emergency change process with after-the-fact review
	
	
	

	Infrastructure and configuration changes tracked and reviewed
	
	
	



7. Risk mitigation: business disruption and vendors (CC9)
	Item
	Yes / No / N/A
	Evidence / owner
	Comments

	Business continuity and disaster recovery plans documented and tested
	
	
	

	Cyber and business interruption insurance considered
	
	
	

	Vendor inventory with criticality; due diligence on onboarding
	
	
	

	Vendor reports (SOC reports, security questionnaires) obtained and reviewed annually
	
	
	

	Contracts include security and confidentiality terms
	
	
	



8. Additional categories
Availability (A1)
	Item
	Yes / No / N/A
	Evidence / owner
	Comments

	Capacity monitoring and planning
	
	
	

	Backups run, monitored and restored on a test schedule
	
	
	

	Recovery time and recovery point objectives defined and tested
	
	
	

	Environmental protections for facilities, or reliance on a hosting provider’s controls
	
	
	



Processing integrity (PI1)
	Item
	Yes / No / N/A
	Evidence / owner
	Comments

	Processing objectives and data definitions documented
	
	
	

	Input, processing and output controls: validation, reconciliation, error handling
	
	
	

	Completeness and accuracy of system-generated reports considered
	
	
	

	Processing errors identified, tracked and corrected
	
	
	



Confidentiality (C1)
	Item
	Yes / No / N/A
	Evidence / owner
	Comments

	Confidential information identified and classified
	
	
	

	Retention and disposal schedules followed
	
	
	

	Confidentiality agreements with employees and third parties
	
	
	



Privacy (P1 to P8)
	Item
	Yes / No / N/A
	Evidence / owner
	Comments

	Privacy notice and consent practices match actual data handling
	
	
	

	Collection limited to what the notice describes
	
	
	

	Use, retention and disposal follow the notice
	
	
	

	Individual access and correction requests handled
	
	
	

	Disclosures to third parties tracked; breach notification process defined
	
	
	

	Privacy monitoring and complaint handling
	
	
	



9. Description of the system and evidence
	Item
	Yes / No / N/A
	Evidence / owner
	Comments

	Draft system description covers infrastructure, software, people, procedures, data, commitments and controls, and the complementary controls assumed at customers and subservice organizations
	
	
	

	Evidence repository organized by control and period
	
	
	

	Population listings and logs available for sampling (users, changes, incidents, terminations)
	
	
	

	Known control gaps logged with remediation owner and date
	
	
	

	Management’s written assertion drafted
	
	
	



10. Readiness conclusion
	Item
	Detail

	Gaps open at the date of this assessment
	[Number and summary]

	Target start of examination period
	[MM/DD/YYYY]

	Decision
	[Proceed / Remediate first]

	Approved by
	[Name, title]  [MM/DD/YYYY]



Free template from CORAA (coraa.ai/us/templates). Draft for professional judgment: adapt it to the engagement and your firm’s methodology, have legal counsel review where needed, and check it against current AICPA, FASB and other applicable requirements before use.
