SOC 2 Readiness Checklist Mapped to the Trust Services Categories
A SOC 2 report is the result of an examination by an independent CPA under AT-C 105 and AT-C 205 (SSAE 18) on a service organization’s controls relevant to security, availability, processing integrity, confidentiality or privacy, measured against the AICPA trust services criteria (TSC). This is a self-assessment aid for a service organization preparing for an examination. It is not a readiness opinion and does not state that any entity meets the criteria. Use the version of the trust services criteria and the description criteria in effect for the examination period.
1. Scoping and system description
	Requirement
	Yes / No / N/A
	W/P ref
	Prepared / reviewed (initials, date)
	Comments

	1.1. The services in scope and the system boundary are written down: infrastructure, software, people, processes and data
	
	
	
	

	1.2. The categories in scope are chosen. Security is always in scope; availability, processing integrity, confidentiality and privacy are added when customer commitments call for them
	
	
	
	

	1.3. Service commitments and system requirements to customers (contracts, SLAs, security terms) are listed and mapped to the criteria
	
	
	
	

	1.4. Subservice organizations (cloud hosts, payment processors) are listed, and the method for each (carve-out or inclusive) is decided
	
	
	
	

	1.5. The system description draft addresses the description criteria (DC 200): services, principal commitments, components, boundaries, relevant incidents, applicable criteria and controls, complementary user entity controls and complementary subservice organization controls
	
	
	
	

	1.6. Type 1 (design at a point in time) or Type 2 (design and operating effectiveness over a period) is chosen with the report period set
	
	
	
	



2. Security: control environment, communication, risk assessment and monitoring (CC1 to CC4)
	Requirement
	Yes / No / N/A
	W/P ref
	Prepared / reviewed (initials, date)
	Comments

	2.1. CC1: Code of conduct, board or management oversight of controls, organizational structure, hiring and background checks, and accountability for control duties are documented
	
	
	
	

	2.2. CC2: Internal and external communication of policies, security responsibilities and incident reporting channels is documented
	
	
	
	

	2.3. CC3: A documented risk assessment process covers threats, fraud risk and changes, and the output (a risk register) is current
	
	
	
	

	2.4. CC4: Ongoing and separate evaluations of controls, such as internal audit or management reviews, are performed and deficiencies are communicated and tracked
	
	
	
	



3. Security: control activities, access, operations, change and risk mitigation (CC5 to CC9)
	Requirement
	Yes / No / N/A
	W/P ref
	Prepared / reviewed (initials, date)
	Comments

	3.1. CC5: Control activities are selected and developed to mitigate risks, including technology general controls, and policies are assigned to owners
	
	
	
	

	3.2. CC6: Logical access (provisioning, role-based access, multi-factor authentication, termination, periodic access reviews), physical access and data protection (encryption in transit and at rest, disposal) controls are in place and evidenced
	
	
	
	

	3.3. CC7: Monitoring for vulnerabilities and anomalies (logging, alerts, vulnerability scanning), incident response and recovery processes operate and are evidenced
	
	
	
	

	3.4. CC8: Change management covers authorization, testing, approval and deployment of infrastructure and software changes
	
	
	
	

	3.5. CC9: Risk mitigation covers business disruption (insurance, continuity) and vendor and business partner risk management
	
	
	
	



4. Availability (A1), confidentiality (C1), processing integrity (PI1) and privacy (P1 to P8)
	Requirement
	Yes / No / N/A
	W/P ref
	Prepared / reviewed (initials, date)
	Comments

	4.1. A1: Capacity monitoring, environmental protections, backup, and recovery testing support the availability commitments
	
	
	
	

	4.2. C1: Confidential information is identified, protected and disposed of according to policy and contract at the end of its retention period
	
	
	
	

	4.3. PI1: Inputs, processing and outputs are complete, accurate, timely and authorized; error handling is documented and tested
	
	
	
	

	4.4. P1 to P8: Notice, choice and consent, collection, use and retention, access, disclosure and notification, quality, and monitoring and enforcement of personal information are addressed when privacy is in scope
	
	
	
	

	4.5. Only the categories in scope are tested; criteria not in scope are documented as such in the system description
	
	
	
	



5. Evidence and control matrix
	Requirement
	Yes / No / N/A
	W/P ref
	Prepared / reviewed (initials, date)
	Comments

	5.1. A control matrix maps each control to the criteria it addresses, the control owner, the frequency, the evidence produced and the system of record
	
	
	
	

	5.2. Policies and procedures are approved, dated and reviewed within the last 12 months
	
	
	
	

	5.3. Evidence for operating controls is collected across the intended period: access review records, change tickets, vulnerability scan results, incident tickets, training completion and backup restore tests
	
	
	
	

	5.4. Populations for sampled controls (new hires, terminations, changes, incidents) can be produced completely and accurately from the system
	
	
	
	

	5.5. Gaps are tracked to remediation with owner and date; controls must be operating for the whole period for a Type 2 report, so remediation timing is reviewed with the service auditor
	
	
	
	



6. Engagement with the service auditor
	Requirement
	Yes / No / N/A
	W/P ref
	Prepared / reviewed (initials, date)
	Comments

	6.1. The CPA firm that performs the examination is independent of the service organization and does not design or operate its controls (AICPA Code independence rules, ET 1.295)
	
	
	
	

	6.2. Management’s written assertion about the description and the effectiveness of controls is drafted for management’s signature (AT-C 205)
	
	
	
	

	6.3. Management is prepared to provide written representations to the service auditor
	
	
	
	

	6.4. Management understands who the report’s intended users are and how it may be shared under restricted use
	
	
	
	

	6.5. Management reviewed the service auditor’s draft report for the description’s accuracy and for any exceptions or modified opinion before release
	
	
	
	



Conclusion and sign-off
Self-assessment complete for categories [list]. Open readiness items: ______. Target examination period: [MM/DD/YYYY to MM/DD/YYYY].
Exceptions and follow-up items: ______________________________________________
	Role
	Name / initials
	Date (MM/DD/YYYY)

	Prepared by (service organization)
	
	

	Reviewed by (manager)
	
	

	Engagement partner or firm owner
	
	



Free template from CORAA (coraa.ai/us/templates). Draft for professional judgment: adapt it to the engagement and your firm’s methodology, have legal counsel review where needed, and check it against current AICPA, FASB and other applicable requirements before use.
