SOX ITGC Test Plan — [Client Name]
Scope / period: [Period / Scope] | Prepared by: [Prepared by] | Reviewed by: [Reviewed by] | Date: [MM/DD/YYYY]
Plan the testing of IT general controls over systems that support key financial reporting controls. Sample sizes and test periods come from the company's methodology; the blanks below are for you to fill in. Check current PCAOB and SEC guidance and the company's approach to IT scoping.
	In-scope system
	Role in financial reporting
	Hosted where / by whom
	Key interfaces
	Owner

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



Control tests by domain
	Domain
	Control to test
	Test procedure
	Population and sample basis
	Tester
	Result

	Access: provisioning
	New access is approved before it is granted
	
	
	
	

	Access: removal
	Leavers and movers lose access on time
	
	
	
	

	Access: privileged
	Admin and super-user access is limited and monitored
	
	
	
	

	Access: periodic review
	User access is reviewed and exceptions fixed
	
	
	
	

	Change management
	Changes are authorized, tested and approved before release
	
	
	
	

	Change management
	Developers cannot move their own changes to production
	
	
	
	

	Operations
	Batch jobs and interfaces are monitored and failures resolved
	
	
	
	

	Operations
	Backups run and restores are tested
	
	
	
	



Reliance on the results
1. If an ITGC fails, which application controls and reports can no longer be relied on?
1. What alternative or compensating procedure is planned for those?
1. Was the information used in the tests (reports, logs) itself checked for completeness and accuracy?
Free template from CORAA (coraa.ai/us/templates). Draft for professional judgment: adapt it to the engagement and your firm’s methodology, have legal counsel review where needed, and check it against current AICPA, FASB and other applicable requirements before use.
