SOX User Access Review Test Worksheet — [Client Name]
Scope / period: [Period / Scope] | Prepared by: [Prepared by] | Reviewed by: [Reviewed by] | Date: [MM/DD/YYYY]
Test that the periodic review of user access to a financial system was performed by the right person on complete data, and that the exceptions were fixed. The review control is only as good as the user list it was done on, so test the list first.
	Item
	Details

	System and review period
	

	Control owner and reviewer
	

	Date the review was performed
	

	Source of the user list (report name, who ran it, when)
	

	Completeness check on the list (how confirmed)
	

	Roles or permissions in scope
	



	Test step
	Result (Y/N)
	Evidence reference
	Comment

	Reviewer is independent of the people whose access is reviewed
	
	
	

	User list agrees with the system; no users or roles left out
	
	
	

	Reviewer's decision recorded for each user (keep, change, remove)
	
	
	

	Removals and changes were actually made, with evidence from the system
	
	
	

	Review was done on time under the control description
	
	
	

	Conflicting or excessive access was identified and handled
	
	
	



Conclusion on operating effectiveness: ________ | Exceptions to be taken to the deficiency evaluation: ________
Free template from CORAA (coraa.ai/us/templates). Draft for professional judgment: adapt it to the engagement and your firm’s methodology, have legal counsel review where needed, and check it against current AICPA, FASB and other applicable requirements before use.
