Vendor Due Diligence Questionnaire
	Client: [Client Name]
	Period end: [MM/DD/YYYY]

	Prepared by: [Initials] Date: [MM/DD/YYYY]
	Reviewed by: [Initials] Date: [MM/DD/YYYY]

	W/P reference: [Ref]
	Engagement: [Audit / Review / Compilation]



[Drafting note, delete before use: Draft for professional judgment. Tailor it to the engagement or the firm, and have legal counsel review it where needed. It is not legal advice and does not by itself show compliance with professional standards or with any law or regulation. Send it to a provider that will handle client or firm data. Score answers against your own risk criteria and keep the completed form and evidence with your vendor file.]
1. Vendor and service
	Item
	Entry

	Vendor legal name and address
	[Name]

	Service provided
	[Description]

	Data types handled
	[Client financial data / tax return data / SSNs / personal data / none]

	Where data is stored and processed
	[Countries or regions]

	Subcontractors that handle the data
	[Names]

	Contact completing this form
	[Name, Title, email]

	Date completed
	[MM/DD/YYYY]



2. Governance and security program
	Question
	Answer (Yes / No / N/A)
	Details
	Evidence attached

	Do you have a written information security program and a named person responsible for it?
	
	
	

	Is the program reviewed at least annually and approved by leadership?
	
	
	

	Do you have an independent assessment of your controls (for example, an attestation report or certification) in the last 12 months? Please list scope and period.
	
	
	

	Do you run background checks and require confidentiality agreements for staff with access?
	
	
	

	Do all staff receive security training at hire and at least yearly?
	
	
	



3. Access and data protection
	Question
	Answer (Yes / No / N/A)
	Details
	Evidence attached

	Is multi-factor authentication required for staff access to systems with customer data?
	
	
	

	Is customer data encrypted in transit and at rest? State the methods.
	
	
	

	Is access limited by role and reviewed at least quarterly?
	
	
	

	Is customer data logically separated from other customers?
	
	
	

	Do you use customer data to train models or for any purpose other than the service? If so, which and how can it be turned off?
	
	
	

	What is your data retention and deletion process on contract end? How long does it take?
	
	
	



4. Operations and resilience
	Question
	Answer (Yes / No / N/A)
	Details
	Evidence attached

	Do you scan for vulnerabilities and fix critical issues within a stated time?
	
	
	

	Do you have independent penetration testing at least yearly?
	
	
	

	Do you keep and review security logs, and for how long?
	
	
	

	Do you have backups, tested restores, and a disaster recovery plan with stated recovery times?
	
	
	

	Do you have a documented change management process?
	
	
	



5. Incidents and notification
	Question
	Answer (Yes / No / N/A)
	Details
	Evidence attached

	Do you have a written incident response plan that was tested in the past 12 months?
	
	
	

	How quickly will you tell us of a suspected incident that affects our data? Is that in the contract?
	
	
	

	Have you had a security incident that affected customer data in the past three years? Describe it and the outcome.
	
	
	

	Do you carry cyber liability insurance? State the coverage type.
	
	
	



6. Legal and privacy
	Question
	Answer (Yes / No / N/A)
	Details
	Evidence attached

	Will you sign confidentiality and data protection terms that match the firm’s professional and legal obligations?
	
	
	

	Will you give us audit or assessment rights, or reports, on request?
	
	
	

	Is any customer data accessible from outside the United States? List countries.
	
	
	

	Have you been subject to a regulatory action related to data protection in the past three years?
	
	
	



7. Reviewer scoring and decision
	Item
	Entry

	Risk rating
	[Low / Medium / High]

	Gaps and compensating controls
	[Text]

	Contract terms needed
	[Text]

	Decision
	[Approve / approve with conditions / reject]

	Reviewed by and date
	[Name] · [MM/DD/YYYY]

	Next review due
	[MM/DD/YYYY]



Free template from CORAA (coraa.ai/us/templates). Draft for professional judgment: adapt it to the engagement and your firm’s methodology, have legal counsel review where needed, and check it against current AICPA, FASB and other applicable requirements before use.
