Vendor Management and Service Organization Checklist
	Client: [Client Name]
	Period end: [MM/DD/YYYY]

	Prepared by: [Initials] Date: [MM/DD/YYYY]
	Reviewed by: [Initials] Date: [MM/DD/YYYY]

	W/P reference: [Ref]
	Engagement: [Audit / Review / Compilation]



Entities outsource payroll, hosting, custody, billing and other processing to service organizations. Under AU-C 402 the user auditor obtains an understanding of the services and their effect on the entity’s internal control, and may use a SOC 1 Type 2 report to support the assessment of controls. This checklist covers the entity’s vendor oversight and the auditor’s use of service organization reports.
1. Inventory and classification
	Requirement
	Yes / No / N/A
	W/P ref
	Prepared / reviewed (initials, date)
	Comments

	1.1. A listing of all vendors that process, store or have access to financial data or perform controls on the entity’s behalf is maintained (payroll, benefits, banks, trust companies, billing, hosting, cloud accounting)
	
	
	
	

	1.2. Each vendor is classified by criticality and by data sensitivity, with the owner within the entity named
	
	
	
	

	1.3. Vendors whose services are part of the entity’s information system relevant to financial reporting are identified for the auditor (AU-C 402)
	
	
	
	

	1.4. Subservice organizations used by key vendors (for example a cloud host) are identified
	
	
	
	



2. Due diligence and contracts
	Requirement
	Yes / No / N/A
	W/P ref
	Prepared / reviewed (initials, date)
	Comments

	2.1. Pre-engagement review of the vendor’s financial condition, reputation, insurance and relevant assurance reports was completed and filed
	
	
	
	

	2.2. Contract covers data ownership, confidentiality, security requirements, breach notification time frames, subcontractor approval and return or deletion of data at exit
	
	
	
	

	2.3. Contract gives the entity or its auditors the right to receive assurance reports, and to audit or obtain evidence where reports are not available
	
	
	
	

	2.4. Service levels, availability and liability terms are documented and match the entity’s needs
	
	
	
	

	2.5. Contract renewal dates and exit terms are tracked and reviewed before auto-renewal
	
	
	
	



3. Use of service organization reports (AU-C 402 user auditor)
	Requirement
	Yes / No / N/A
	W/P ref
	Prepared / reviewed (initials, date)
	Comments

	3.1. The service organization’s report type is identified: SOC 1 Type 1 or Type 2 (relevant to financial reporting), or SOC 2, which addresses trust services criteria and is not designed for financial reporting controls
	
	
	
	

	3.2. Type 2 report period covers the audit period, or a bridging letter and additional procedures cover the gap between the report end date and the year end
	
	
	
	

	3.3. The service auditor’s professional competence and independence are considered, and the report opinion is unmodified, or modifications are evaluated for their effect
	
	
	
	

	3.4. The system description covers the services and the processes the entity actually uses (not only other products of the vendor)
	
	
	
	

	3.5. The control objectives and controls in the report address the risks of material misstatement the entity relies on
	
	
	
	

	3.6. Exceptions noted in the tests of operating effectiveness are evaluated and their effect on the user entity is assessed
	
	
	
	

	3.7. Complementary user entity controls (CUECs) listed in the report are mapped to the entity’s own controls, and the entity’s operation of each is tested or inquired about
	
	
	
	

	3.8. Subservice organizations: whether the carve-out or inclusive method is used is noted; for carved-out subservice organizations, the entity or auditor evaluates the vendor’s monitoring of them
	
	
	
	

	3.9. If no report is available, the auditor performs tests of controls at the service organization or substantive procedures that do not depend on the service organization’s controls (AU-C 402)
	
	
	
	



4. Ongoing monitoring
	Requirement
	Yes / No / N/A
	W/P ref
	Prepared / reviewed (initials, date)
	Comments

	4.1. Annual review of each critical vendor’s assurance report is documented, with a conclusion signed by the owner
	
	
	
	

	4.2. Incidents, outages and changes at the vendor in the period are reviewed for their effect on financial data
	
	
	
	

	4.3. Vendor user access to the entity’s systems is limited, reviewed periodically and removed when no longer needed
	
	
	
	

	4.4. Reconciliations between the vendor’s output (payroll registers, custodian statements, billing reports) and the entity’s general ledger are performed and reviewed
	
	
	
	

	4.5. Exit plan exists for critical vendors, including data export formats and transition support
	
	
	
	



5. Conclusions
	Requirement
	Yes / No / N/A
	W/P ref
	Prepared / reviewed (initials, date)
	Comments

	5.1. The extent of reliance on each service organization report is documented, including the effect on the audit approach
	
	
	
	

	5.2. Deficiencies in vendor oversight are evaluated and communicated to management and those charged with governance when significant (AU-C 265)
	
	
	
	

	5.3. Use of service providers by the CPA firm itself (tax, preparation or document processing) is considered under the AICPA confidentiality interpretations, in the outsourcing checklist
	
	
	
	



Conclusion and sign-off
The entity’s use of service organizations has been considered as AU-C 402 requires, and reliance on service organization reports is documented as noted above. Exceptions: ______
Exceptions and follow-up items: ______________________________________________
	Role
	Name / initials
	Date (MM/DD/YYYY)

	Prepared by
	
	

	Reviewed by (manager)
	
	

	Engagement partner or firm owner
	
	



Free template from CORAA (coraa.ai/us/templates). Draft for professional judgment: adapt it to the engagement and your firm’s methodology, have legal counsel review where needed, and check it against current AICPA, FASB and other applicable requirements before use.
