Written Information Security Plan
[Drafting note, delete before use: Draft for professional judgment. Tailor it to the engagement or the firm, and have legal counsel review it where needed. It is not legal advice and does not by itself show compliance with professional standards or with any law or regulation. A written information security plan helps a firm organize its safeguards. Many tax and accounting firms are financial institutions under the FTC Safeguards Rule (16 CFR Part 314) and the IRS expects tax professionals to protect client data. IRS Publication 4557 (Safeguarding Taxpayer Data) and Publication 5708 (a plan template for tax and accounting practices) describe the expectations. A document does not make the firm compliant. Compliance depends on doing what the plan says. Have counsel and your security adviser review it.]
	Item
	Entry

	Document
	Written Information Security Plan

	Owner
	[Name, Title]

	Applies to
	[All partners, staff, contractors and interns of [Firm Name]]

	Review cadence
	Annually and after any incident or major change

	Last reviewed
	[MM/DD/YYYY]



1. Purpose and scope
This plan sets the administrative, technical and physical safeguards [Firm Name] uses to protect the confidentiality, integrity and availability of client and firm information, including tax return information and personal data, in any form. It applies to all people who handle that information.
2. Qualified individual and responsibilities
	Role
	Name
	Duties

	Qualified Individual (designated to oversee and implement the program)
	[Name, Title]
	Runs this plan, reports to leadership at least annually in writing

	Security contact for staff questions
	[Name]
	First point of contact; collects reports

	Outside security or IT provider
	[Name or None]
	[Scope of services, monitored by the qualified individual]

	All staff
	
	Follow this plan, complete training, report concerns at once



3. Risk assessment
The firm completes a written risk assessment at least [annually] and when systems or practices change. It identifies reasonably foreseeable internal and external risks to information, rates each risk, and says how the safeguards below address it. Results and the remediation plan are kept with this plan. See the risk assessment worksheet.
4. Safeguards
	Area
	Safeguard the firm uses
	Owner
	Evidence kept

	Data inventory
	Inventory of where client and personal data is collected, stored, sent and kept; data flow listing
	[Name]
	[Inventory file]

	Access control
	Least privilege; unique IDs; access removed at termination within [24 hours]; periodic user access review
	[Name]
	[Review log]

	Authentication
	Multi-factor authentication for every system that holds client data and for all remote access
	[Name]
	[Settings report]

	Encryption
	Client data encrypted in transit and at rest; laptops and removable media encrypted
	[Name]
	[Configuration record]

	Secure transfer
	Files shared only through the secure portal; no client data by plain email
	[Name]
	[Policy and portal logs]

	Endpoint and network
	Patched operating systems and software; anti-malware; firewall; separate guest network
	[Name]
	[Patch report]

	Change management
	Review and approval of changes to systems and configurations
	[Name]
	[Change log]

	Logging and monitoring
	Activity logs retained and reviewed; alerts for unusual access
	[Name]
	[Log review record]

	Backups
	Encrypted backups, at least one offline or immutable, with restoration tested [quarterly]
	[Name]
	[Test record]

	Physical security
	Locked offices and file storage, visitor control, clean desk, screen locks
	[Name]
	[Checklist]

	Secure disposal
	Client data deleted or destroyed securely when no longer needed for a business or legal purpose
	[Name]
	[Destruction log]

	Remote work and devices
	Approved devices only; personal devices only through managed access
	[Name]
	[Device list]



5. Testing
The firm tests the effectiveness of its safeguards through continuous monitoring or, at least, annual penetration testing and vulnerability assessments at least every six months and after material changes, using the intervals the Safeguards Rule sets for firms of its size. Record results and fixes in the test log.
6. Training
All staff receive security awareness training at hire and at least [annually], including phishing, passwords, handling client data, and how to report an incident. Security staff get updates on new threats. Completion is recorded.
7. Service providers
Before a provider handles client data, the firm assesses its safeguards, signs a contract that requires them to protect it, and reviews the provider [annually]. See the vendor due diligence questionnaire. Keep the list of providers current in the technology and data inventory.
8. Incident response
The firm follows its incident response plan for any event that affects client or firm information. The qualified individual decides on notifications to clients, regulators, the IRS and law enforcement and on any notice to the FTC.
9. Evaluation and reporting
The qualified individual reviews and updates this plan at least annually and after any incident. A written report on the status of the program, risk assessment results, service provider arrangements, test results, events and recommended changes goes to [the managing partner / owners] at least once a year.
10. Acknowledgment
	Name
	Role
	Signature
	Date

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



Version history and approval
	Version
	Date
	Change
	Approved by

	1.0
	[MM/DD/YYYY]
	Initial adoption
	[Name, Title]

	
	
	
	



Free template from CORAA (coraa.ai/us/templates). Draft for professional judgment: adapt it to the engagement and your firm’s methodology, have legal counsel review where needed, and check it against current AICPA, FASB and other applicable requirements before use.
